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SECURITY NEWS

SCAM ALERT SAND HELPFUL TIPS

Sprinklesofsand.com

Hello February!!!

CHRIS MCDANIEL
FEBRUARY 2022

The Yadkin County Information Technology
Departmentvould like towish everyone a
Happy Groundhog Dat is finally thattime of
year again when wind out if winter is going t
stick aroundUnfortunatelyPunxsutawney Phil
saw hs shadow this morning so we are in for
more weeks of this brutal cold weather.
Hopefully springtemperaturewill start coming
around soonedust as a reminder the cold
weather doeshstop hackers and scammers
from trying to steal your information so pleas
stay security smart whemorking online.

The newsletter | have put together this nmont
will focus onScams thaére being reported as
well as tips to protect yourself from attackers
Pleasdake some time to read over thio n t
articleandtips. Remember there are
cybercriminals out there constantly lookiteg
ruin our lives and makehingsdifficult. L e t 6
not fall prey to their tricks and always remem
to think before you clickHopeEveryonehas a
Happy Groundho@ Day and stays safe.
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Beware of a New Google Vishing Scan

NCDIT
FEBRUARY 1, 202

Vishing, or voice phishing, is the fraudulent
practice of making phone calls or leaving voice
messages purporting to be fromuigble
companies to induce individuals to reveal perst
information, such as bank details and credit ca
numbers.

A new FBI advisoryfiBuilding a Ogital Defense
Against Google Voice Authentication Scats
warns of a scam that is designed as a precursc
additional vishing scams and can perform Gme
account takeovers. The scaranks even if you dc
not use Google Voice.

GoogleVoice is a service where Google provids
users with a virtual phone number to make anc
receive calls and texts. The FBI advisdescribes
a scam that involves a threat actor who respon
a personal ad theyuse the example of selling a
couch onCraigslistor some other sité andsays

they want to make sure you are legitimate by

sending you anwhentication code from Google

What is really happening is the scammer is set
up Google Voice using your phone number as
primary number and usingu to assist them witt
Googldés authentication procedsring setup.
Once completed, the threat actor has a new Gt
Voice accountied to your mobile phone, so the
can carry on without worrying abohaving it tied
to their phoneAdditionally, the code being sent
could be used to allow them access to reset thi
password to your Google account.

Organizations relying on Gmail for
corporate email should be specifically
concernedbout this scam. With Access
ore of you inlernal email accounts, threa
actors can easily send out phishing emz
designed to gain access to devices or ir
ransomwae.

The FBI offers the following advice to
avoid getting scammed:

1 Never share a Google verificatio
code with others.

1 Only deal with buyers and seller
in personlf y o u éxchanging
money, make sure you are using
legitimate payment processors.

1 Do not give out your email addre
to buyers/sellers conducting
business via phone.

1 Do not let someone rush you intc
sale.If they are pressuring you tc
respond, they are likely trying to
manipulate you into acting witho
thinking.

To view the FBI dvisory, clickhere If you
believe you are the victim @n online scam,
report it to the FBJ Internet Crime Complail
Center atvww.ic3.govor call your local FBI
office.

This articleprovided bythe NCDIT may be
found via the link provided her&CDIT.
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https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/oregon-fbi-tech-tuesday-building-a-digital-defense-against-google-voice-authentication-scams
https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/oregon-fbi-tech-tuesday-building-a-digital-defense-against-google-voice-authentication-scams
https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/oregon-fbi-tech-tuesday-building-a-digital-defense-against-google-voice-authentication-scams
http://www.ic3.gov/
https://it.nc.gov/media/2858/download?attachment
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SPOT AND STOP MESSAGING ATTACKS

Jeff Lomas, SANS,January 5, 2022
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(SMS-Phishing)

Itsatypeof y
Social Engineering

That targets
mobile devices

What are messaging attacks?

Smishing (aconsolidationvord combining SMS and phishin
are attacks that occur when cyber attackers use SMS, tex
or similarmessaging technologies to trick you into taking
actionyou should not take. Perhaps they fool you into
providing your credit card details, get youctl a number to
get your bankingnformation, or convince you to fill out an
online survey to harvest your personal informatiiustlike in
email phishing attacks, cyber criminals often play on your
emotions to get you to act by creating a sense of urgency
curiosity, for exampletHHowever,what makes messaging
attacks so dangerous is there is far less information and ft
clues in a text than there are in emaisking it extremely
harder for you to detect that something is wrong.

A common scam is messagéeelling you that you have won
iIPhone and you only need to click a link and fill out the sul
to claim it. In reality, there is no phone and the survey is
designed to harvest your personal information. Another
example would & a message stating that a package could
be delivered with a link to a website where you are asked
provide information neded to complete the delivery, includ
your credit card details to covaservice charge§ln some
cases, these sites may even ask to install an unawtthoriz
mobile app that infects and takes over your device.

Sometimes cyber criminals will even combine phone and
messaging attacks. For example, you may get and urgent
message fromaur bank asking if you authorized an odd
payment. The message asks you to reply YES or NO to
confirm the payment. If you resporitie cybercriminal now
knows you are willing to engage and will call you pretendi
to be the bands fraud department. They will then try to talk
you out of your financial and credit card information, or ev
your bankaccounds login and password.

Spotting and Stopping Messaging Attacks

Hereare some questions to ask yourself to spot the most
common cles of a messaging attack:

1 Does the message create a tremendous sense of
urgency attempting to rush or pressure you into tak
an action?

1 Isthe message taking you to websites that ask for"
personal information, credit card, passwords, or ot}
sensitive information they should not have access tc

1 Doesthe message sound too good to be true? No,
did not really win a new iPhone for free.

91 Doesthe linked website or service force you to pay
using norstandard methods such as Bitcoin, gift ca
or Western Union transfe?s

91 Does the message ask you for the rrfalttor
authentication code that was sent to your phone or
generated by yauwanking app?

1 Doesthe message look like the equivalent @insong
number® If so, do not respond to it or attempt to
contact the sender; just delete it.

If you get a message from an official organization that al:
you, call the organization back directly. Obuose the phone
number included in the message, use a trusted phone nt
instead. For example, if you get a text messaga yr@ur
bank saying there is a problem with your account or creo
card, get a trusted phone number on your anlkebsite, a
billing statement, or from the back or you debit or credit ¢
Also remembethat most government agencies, such as t
law enforcement, will never contact you via text message
they will only contact gu by old fashioned mail.

Whenit comes to messaging attacks, you are your own k
defense.

First Things First—Be Vigilant Online
and Use Your Common Sense!

Always be suspicious of any unsolicited communication
from businesses or individuals, regardless of the message medium

Don’t click on links or attachments in suspect
emails, texts, or social media messages

Directly contact the purported sender via
their official website, phone number, or email
address if you are not sure about the legitimacy
of a message you have received

Report suspected phishing scams
to your IT and security teams

File a complaint with the FBI crime Complaint
Center (I1C3) to help shut down cybercriminals

The informatiorfor this articlefrom SANS may be found via the link
provided hereSANS OUCH! Newsletter
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https://www.sans.org/newsletters/ouch/spot-and-stop-messaging-attacks/
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> VISHING ¢

Short for "voice phishing,” vishers use the telephone to solicit
unsuspecting victims for financial or personal details

What to look for?

can be gathered from social

Persuasive phone tactics

that are too good to be

media profiles, providing true are a dead giveaway

criminals with sensitive S 2
— . " of criminal activity
details to make attacks A B

seem more legitimate /
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555-555-5555

Vishers utilize

to con you into thinking

Scammers oftenfEU @ Ll [

QU LA to disguise the

your money is in danger real origin of the call

and you must act quickly

2 Vishers are posing
as IRS Agents s

Threatening parties with police arrest, deportation, license revocation, etc.

IRS reports from January 2016 show that since October 2013:

299 500022

VICTIMS HAVE COLLECTIVELY

I N 26 5 MILLION

people have been solicited

by scammers claiming AS A RESU LT

to be IRS officials
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8 TIPS FOR
AVOIDING
VISHING

VWishing is quickly becoming one of the most
common types of fraud. Protect yvourself and
vour business with these simple tips.

Ifywou get an unknown call to your business Mobile, then
there's a chance this could be fraudulent. It is adwvised to let
calls such as this go to voicemail, where a message can be
left if it is someone with a genuine business matter.

Criminals can cleverly manipulate technology to make it
seem that they are representing a reputable business. Just
because it appears that yvou are getting a call from your
bank, for example, does not mean it is the case.

Acknowledge when something appears out of place. Does
vour bank usually ring you at this time? Is someonea offering
something that seems too good to be true? Trust your
instincts to recognise when something is not as it seems.

Often, fraudsters will use tactics to get the information
they need from you gquickly, before you take a moment to
think. It is very rare for a reputable business or institution
to employ such behawviours, so this should be a warning.

Ifywou are contacted by someone who seaems untrustworthy.
ask them guestions about their gualifications and
credentials. If yvou don't receive clear or accurate
responses, this should prowvide evidence that the caller is
trying to commit fraud.

Refrain from giving personal details, including things such
as your name, job role and work address, until yvou can be
sure the call is legitimate. Ay details could potentially be
used for future fraudulent activities.

Fraudsters can play a disconnected sound, giving the
impression that the call is over when it's not. If not
finished properly, they may still be listening to
subsequent conversations. Make sure the call is fully
disconnected at its conclusion.

Any calls that wou beliewve could hawve been fraud should be

reported, both internally and externally. If yvou beliewve there

is arisk, vou should report it to any external businesses that

could be affected, such as your bank. “

Get in touch with Hostcomm today to find out

I.I HOStcomm more about our chatbot solutions.
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